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   TRENDS IN THREATS TO CYBERSECURITY
   OAS Cybersecurity Conference
   Buenos Aires, Argentina
   July 28-29, 2003
   ================
   Background. The Internet is a global communications medium that allows
   its estimated 605 million users to engage in commercial, financial,
   recreational, educational, and governmental matters. Its has no
   boundaries and no borders; users can communicate, obtain information,
   or conduct business across the globe in moments. It is a neutral
   technology that can be and is used predominantly for good effect;
   however, criminals also transit cyberspace.
   Threats. Multiple actors present a threat to legitimate Internet
   users. While they vary in attack intent and capabilities, they affect
   our ability to use the Internet safely and efficiently and, more
   importantly, they can damage the confidentiality, integrity, and
   availability of the data owned by authorized users. Typical threats
   include:
     * 
       Insiders: An insider with network access can cause debilitating
       damage to a host computer or network, alter database or systems
       information, or steal information or money.
     * 
       Hackers: This is the classic threat. Hackers deface web pages,
       initiate denial-of-service attacks, unleash damaging viruses and
       worms, alter database information, steal network storage space and
       time, etc. Some hackers will break into systems via the Internet,
       without host authorization, and justify this activity by claiming
       it to be a useful service as they have disclosed security
       vulnerabilities. In a more ominous twist to this act, some hackers
       will then blackmail hosts to have them pay not to disclose
       vulnerabilities to other hackers.
     * 
       Hacktivists: These individuals or groups are political activists
       who may alter web pages or conduct denial-of-service attacks to
       focus attention on their cause.
     * 
       Terrorists: Analysis of captured al-Qaida computers indicates
       group members use the Internet to conduct target reconnaissance,
       to raise funds, and to coordinate their activities. As more
       terrorists become computer and IT literate, the likelihood
       increases that some will eventually harm personnel through
       cyberattacks on critical infrastructures.
     * 
       Criminals: Technically, all hackers are criminals when they
       violate laws that criminalize the misuse of information
       technologies; however, this category applies specifically to
       entities who use computers to commit classic crimes such as theft
       of proprietary information or money. The 2003 CSI/FBI Computer
       Crime and Security Survey indicates that the theft of proprietary
       information has consistently ranked first as a cause of financial
       losses since 1999. In 2001, the FBI concluded an investigation in
       which criminals defrauded people on the Internet for over $117
       million. This loss represents only a portion of the money stolen
       via information technologies.
   Attacks.
   Famous virus and worm attacks include the Melissa virus (1999), Code
   Red and NIMDA worms (2001), and Slammer (2003). Clean-up costs from
   Code Red were estimated at $2.6 billion. During the Slammer attacks
   banking and finance systems were affected causing the malfunction of
   ATM machines and other electronic financial systems. A major
   denial-of-service attack over several days in 2000 affected commercial
   firms such as Yahoo, eBay, CNN, and Amazon. The amount of business
   these firms lost due to the inability of customers to reach their
   sites is unknown but was probably substantial.
   Trends.
   As increasing numbers of people use the Internet and internal networks
   at work, school, and home, the number of threats and attacks on these
   systems also increase. Security personnel and firms have analyzed
   attacks over time with the following observations:
     * 
       Information exchanges between hackers and criminals on
       sophisticated tools and vulnerable hosts and networks are
       increasing.
     * 
       The sophistication of tools used to conduct attacks is increasing
       to include some that surreptitiously penetrate firewalls and
       others that distribute denial-of-service attacks, i.e. use
       hundreds of compromised systems to conduct the attacks.
     * 
       There is an increase in “blended” threats – threats that combine
       the characteristics of viruses, worms, Trojan horses with host and
       Internet vulnerabilities to initiate and spread attacks. These
       attack tools can spread more rapidly and cause more damage than
       less sophisticated tools.
     * 
       There is an increase in activities intended to conduct financial
       crimes or steal proprietary information.
     * 
       More systems are vulnerable and more attack paths exist as an
       increasing number of users connect to the Internet with various
       devices to include mobile and wireless systems.
     * 
       And the number of vulnerabilities overall is increasing as
       software code and software integration becomes ever more
       complicated.
   Issues.
   It is difficult to determine the source of an attack, particularly in
   a rapid manner. Knowledgeable attackers will route their attacks
   through multiple intermediate and unwitting computers around the globe
   to disguise their identity and true source location. As cyber attacks
   cross borders, the efforts necessary to prevent or mitigate attacks
   from these threats cross functional areas as will be discussed in
   subsequent panels. At present, it is sufficient to say that stopping
   attackers or prosecuting them after an attack requires the combined
   efforts of private industry, law enforcement and judicial personnel,
   government at all levels, incident watch and warning specialists, and
   others.
   Sources.
   CERT/CC Overview: Incident and Vulnerability Trends; available at
   http://www.cert.org.
   CSI/FBI Computer Crime and Security Survey: 2003; available at
   http://www.gocsi.com/db_area/pdfs/fbi/FBI2003.pdf.
   Symantec Internet Security Threat Report: Attack Trends for Q3 and Q4
   2002; available from Symantec.
   Prepared by: Erica B. Russell, U.S. Department of State, July 10,
   2003.
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