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   Managing information securely while working remotely
   As more and more staff are increasingly working away from the office
   working remotely from various locations such as from home or a
   commuter hub, we must make sure that we continue to work diligently to
   keep information secure and safe.
   As part of the information security campaign, which takes place
   between January and March, we share some best practice on how we can
   continue to safeguard information in our hands and share this
   information safely and securely while working remotely.
   Here are some common questions and answers to get you thinking about
   what you need to do to keep information safe, sound and shared.
   What information am I allowed to take out of the office?
   Before you take information out of a secure environment ask yourself
   the following questions:
     * 
       What information am I taking?
     * 
       Do I really need to take it all?
     * 
       Am I allowed to take it?
     * 
       Am I familiar with the departmental guidance on carrying
       information?
     * 
       Is it being moved securely?
     * 
       Will I be able to store it securely out of the office?
   How do I keep information safe wherever I am?
     * 
       Avoid discussing anything sensitive where people might over hear
     * 
       Make sure your papers, laptop or other mobile screen is not
       visible to others
     * 
       Work tidily and with care
     * 
       Ensure paper or devices are not carried loosely or in an exposed
       manner, and are reasonably secure
     * 
       Ensure passwords, RAS tokens, dongle, etc. are carried separately
       from your laptop
   How do I stay safe online?
     * 
       Be alert for spam and phishing emails. Spam is unsolicited mail
       sent in bulk so clicking on any links may send you to sites
       hosting malware. Phishing are emails disguised to look like a
       legitimate sender/customer/company and are designed to obtain
       information
     * 
       Be wary of emails that request personal information, particularly
       banking information
     * 
       Be wary of links in emails. Links can be easily disguised and may
       take you to malicious websites.
   What should I be aware of when using social media?
     * 
       Do not advertise where you work and keep personal and professional
       information separate
     * 
       Do not discuss work issues on personal social networking sites
   What should I be aware of when using passwords?
     * 
       Use strong passwords
     * 
       Never share your password
     * 
       Never leave your password on display.
   What do I do if I become aware information has been lost or is missing
   or just suspect that it has?
     * 
       Always tell your line manager
     * 
       If it involves personal information it must be reported
       immediately
     * 
       Make sure you know the information incident reporting process for
       your area
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