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                Legal professional privilege and Data Protection/Freedom of
   Information
   ===========================================================
   Background
   ==========
   The Data Protection Act (and its new sister legislation, the Freedom
   of Information Act) gives individuals extensive rights of access to
   information concerning them that is held by organisations. In general,
   this means that, where our students or staff have asked to see their
   records (whether in the central student or personnel systems, other
   electronic systems, or, more typically, in paper form) we have pursued
   a policy of openness and have ensured that full access has been
   granted.
   Additionally, the Freedom of Information Act also gives individuals a
   more general right to obtain other information held by a public body.
   This means that individuals could request sight of materials relating
   to (say) University governance, estates redevelopment etc. As this
   element of the Act only came into force on 1st January 2005, there are
   few precedents to draw examples from.
   Some exemptions to access do exist. One particular exemption that is
   available relates to legal professional privilege. The term legal
   professional privilege covers two different privileges; litigation
   privilege and legal advice privilege. The former protects
   “confidential communications between a lawyer and his client and/or a
   third party…provided that such communications have been created for
   the dominant purpose of actual or pending litigation”1. Legal advice
   privilege is a broader concept and protects “confidential
   communications between a lawyer and his client (and evidence of those
   communications) provided that the communications are for the dominant
   purpose of seeking and receiving legal advice”1.
   Section 42 of Part II of the Freedom of Information Act states –
   “Information in respect of which a claim to legal professional
   privilege…is exempt information”, whilst Section 10 of Schedule 7 of
   the Data Protection Act states “personal data are exempt from [access]
   if the data consist of information in respect of which a claim to
   legal professional privilege…could be maintained in legal
   proceedings”.
   Hence, there have already been occasions when, for example, a student
   who is involved in a dispute with the University has asked to see
   their information. As legal action is ongoing, or could be the outcome
   of the dispute, we have had to make a judgement concerning what
   information might be suppressed from our response because it has
   already, or might be, communicated to the relevant law firm in
   relation to the conduct of, legal proceedings
   Guidance
   ========
   Previously it has been difficult to determine which documents or
   electronic records would definitely be covered by the exemptions
   described above. Certainly, there have been instances when one could
   argue that almost anything in a particular person’s file might
   ultimately be relevant to the proceedings of a court case involving
   the university and might thus be communicated to the University
   solicitor. However, we have recently received a report from the law
   firm Pinsents that provides guidance on this matter.
   Pinsents’ conclusions are that it will not usually be the case the
   University as a whole will be considered to be the “client” of the
   relevant lawyer, and that the client will typically be the person
   charged with seeking legal advice (usually the University Secretary).
   Hence the meaning of the term “client” will be limited and any
   protection offered by legal professional privilege will be similarly
   limited. Crucially, in Pinsents’ view, “when the “client” seeks the
   help of colleagues in preparing materials to assist the lawyers, the
   colleagues’ work will not be protected” (though their detailed advice
   seems to suggest this may not always be the case). Pinsents warn that
   “careful consideration must be given to the system by which relevant
   information is collated” and advise the following key steps for
   ensuring legal professional privilege pertains to relevant documents –
     i. 
       Nominate a single person (e.g. the University Secretary) or body
       (e.g. a particular Committee or management group) to deal with
       lawyers and ensure that no-one else is in direct communication
       with lawyers. Where an internal solicitor is used, they should
       document clearly who sought any advice they give so that the
       identity of the “client” is clear in all cases
     ii. 
       No staff should seek legal advice directly without the clearance
       of the usual university “client”. Instead they should report to
       the “client” and mark such reports “Privileged and Confidential –
       created for the purpose of obtaining legal advice”. This does not
       guarantee protection, but meets a key condition without which
       privilege cannot be claimed.
     iii. 
       Maintain strict copy and distribution control over protected
       documents – copies are unlikely to be protected, even in cases
       where original documents do benefit from protection.
     iv. 
       Discourage the discussion of privileged advice in written form
       (e.g. minutes) as such materials will not be protected.
     v. 
       Ensure that, if it is necessary to disclose privileged materials
       to a third party, that this is done so on confidential terms and
       clearly stated as such.
   Conclusions
   ===========
   Correspondence between a “client” (such as the University Secretary)
   and a lawyer relating to legal matters, even in cases where no action
   is pending, should be protected against access under the terms of Data
   Protection and Freedom of Information Acts. This will be true
   however/wherever those materials might then be stored.
   Conversely, it seems that materials that are prepared for other
   purposes – such as an examiner’s report – but which then become a
   crucial part of a legal dispute will not be protected. Similarly, a
   memo from a member of staff to the “client” warning of potential legal
   action will not be covered.
   I have some remaining doubts over the crucial issue of documentation
   that is prepared by staff other than the “client” and then submitted
   to the “client” in preparation for seeking legal advice (as often
   happens in cases of student dispute, for example, when a Head of
   Department might prepare a summary of a case that is then sent to the
   University Secretary). Pinsents’ advice in these cases is variable;
   their bald statement that “when the “client” seeks the help of
   colleagues in preparing materials to assist the lawyers, the
   colleagues’ work will not be protected” seems at variance with their
   guidance that staff should, “when reporting to the “client”…mark all
   communications regarding obtaining legal advice as “Privileged and
   Confidential – created for the purpose of obtaining legal advice” in
   order to “reinforce a key condition which must be satisfied if
   privilege is to be established”. However, it seems that, on balance,
   should a number of staff contribute ideas/text etc to a finalised
   communication made by the “client” to a lawyer then that should be
   protected.
   Moving away from more specifically adversarial legal matters, it is
   clear that documents generated for other reasons (e.g. a possible
   commercial agreement with a third party whose content is to be checked
   by a lawyer) should always be marked as confidential and provided in
   the context of the University seeking to ensure its rights and
   obligations are met.
   1 Pinsents Universities Bulletin, November 2004
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