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                ERDF and Electronic Documents
   November 2013
   Discussion Note
   Background and Summary
   This working note is for colleagues who may be interested in the topic
   of ERDF and electronic documents in the UK. It has been written to
   hopefully assist in professional practice development.
   The ERDF National Handbook does allow that projects can hold
   electronic documents within their auditable files, as follows:
   “Acceptable forms of documentation
   Paper documentation is preferred by auditors and original
   documentation will need to be kept wherever possible, but some other
   forms of storage are also allowed.
   Electronic document storage systems are acceptable, and necessary, as
   many documents now are electronically generated and have no paper
   original. They are accessible as audit evidence provided that they are
   subject at all times to an adequate system of control over their
   completeness and validity.
   There is an important British Standard (BIP 00081) which lays down the
   process steps and guidelines required when converting paper records to
   legally admissible electronic records. The selection of a supplier
   whose process for conversion complies with this standard is essential.
   Further details can be found on
   http://www.thecabinetoffice.co.uk/page28.html.2
   Documents can be held either as originals or copies, or on commonly
   accepted data carriers. Commonly accepted data carriers include:
     * 
       photocopies of original documents; and
     * 
       electronic versions of original documents on optical data carriers
       and documents existing in electronic version only.
   …
   In instances where the grant recipient organisation is using an
   electronic Document Management System which involves the scanning of
   invoices and other documentation at the point of receipt, it is
   acceptable for the processes outlined above to be undertaken at the
   initial point of scanning by either the grant recipient or a third
   party acting on behalf of the organisation provided that the applicant
   organisation is satisfied with the procedures in place at the 3rd
   party organisation.
   All electronic documents must be kept for the same duration as
   required for paper copies.
   Grant Recipients should ensure that information kept on commonly
   accepted data carriers are kept secure and can be relied upon for
   audit purposes. Where documents exist in electronic version only, the
   underlying computer system on which the electronic versions are held
   must meet accepted security standards which ensure that the documents
   held meet with national legal requirements and can be relied upon for
   audit purposes. To evaluate electronic systems before relying on them,
   auditors should use guidance such as COBIT (issued by the IT
   Governance Institute) or ISO standards on information security.
   http://en.wikipedia.org/wiki/COBIT
   http://www.datacapture.co.uk/information/legal-admissibility.htm
   All electronic documents also need to have the equipment / software
   retained, to ensure it’s functional up to three years after the end of
   the programme.”
   (ERDF National Handbook 2013, pages 32-33, footnotes added)
   However, the practicalities of holding electronic documents have
   proven to be difficult to make operational at the project level.
   Further guidance has been sought recently by project managers, by
   programme managers, and by audit colleagues. There is more discussion
   on COBIT and ISO below on standards, and this note seeks to add
   information into the discussion in order to be useful in taking the
   matter forward.
   Structure
   The structure of this note is that it starts with some historical and
   current contextual issues for completeness. This section is followed
   by a brief summary of current practices, and the note concludes with
   some observations on possible next steps towards further operational
   effectiveness. Finally there are two annexes covering, international
   standards, and references to quoted authorities and texts linked to
   related matters such as the EU network of national archives.
   UK Contextual Issues
   The meaning of the words ‘document’ and ‘copy’ in legal and audit
   terms have changed considerably in the last 50 years. As recently as
   1968 it was standard legal practice to consider a document as a
   written artefact that would be recognised as being the original item
   by a historian, and that making a copy by handwriting was not unusual.
   Case law has evolved this definition, so that by 1975 a ‘document’
   could include an audio tape, and in 1976 a film or videotape.3 The
   term ‘copy’ has similarly evolved, and now includes, for example,
   transcripts of an audio tape, and still images from a film.4
   The Civil Evidence Act 1995 set into statute these evolved case law
   meanings and took the opportunity to codify computer and other
   electronic documents and records. Lawmakers aimed to produce a ‘future
   proof’ definition of a document as:
   ‘anything in which information of any description is recorded’.5
   This definition has therefore been successfully used for instant
   messages, tweets, and other innovations in ‘documents’ since 1995.
   The Civil Evidence Act 1995 also transformed the use of ‘copies’ in
   court proceedings. In short, the emphasis changed by 1997 so that
   courts then decided on the ‘weight’ of an item of evidence. Perhaps
   the strongest factor influencing the court’s view of the weight of a
   document as evidence is whether it was disclosed to the other party,
   or not, in the discovery process before the hearings started.
   EU Contextual Issues
   The competences for the Single Market have their lead at the EU level
   whereas the competences for judicial processes are led at the Member
   State level. Therefore, to square the circle of commercial legal
   proceedings within the Single Market but across Member State borders,
   the European Council Regulation EC 44/20016 was issued.
   EC Regulation 44/2001 covers the “jurisdiction and the recognition and
   enforcement of judgments in civil and commercial matters”. The essence
   of this Regulation is that the “rules of jurisdiction must be highly
   predictable and founded on the principle that jurisdiction is
   generally based on the defendant's domicile”7. In other words, court
   hearings take place within the defendant’s Member State and follow
   their national laws.
   In parallel for ERDF purposes, expenditure eligibility and other
   implementing factors are led at the Member State level, not least
   because there are different legal processes for debt recovery and for
   contract law to be respected in each Member State.
   Standard Operational Practices and Effectiveness
   As discussed above for admissibility, the quality of a document as
   evidence is a judgement about process and not just on content.
   Therefore, the commercial and legal professions have adopted standard
   operational practices in their use of electronic documents without
   much anxiety. Perhaps the best example of this take up is shown here
   in the Court Rules and Practice Direction which describes how the two
   sides of a civil legal dispute should approach their use of electronic
   documents before and during a hearing.
   The above paragraph illustrates a key point about electronic
   documents, in that they can hold more evidence than a copy on paper.
   The additional evidence can include:
     1. 
       embedded links as above,
     2. 
       metadata such as date of creation, who created it, who modified it
       and when, and who has had sight of it and when,
     3. 
       OCR8 data within the document that adds functionality to scanned
       documents, especially for searching big data stores.
   This leads to two key points:
     1. 
       that systems which insist on paper copies of ‘born digital’
       documents actually result in a loss of information within the
       files; and
     2. 
       that ‘born paper’ can be more effectively processed in an
       electronic format.
   An example of better processing is, to search all project electronic
   documents for references to “Supplier X” to gather evidence on whether
   the total payments made to the supplier exceed any public procurement
   threshold requirements.
   Points to Note
   “To evaluate electronic systems before relying on them, auditors
   should use guidance such as COBIT (issued by the IT Governance
   Institute) or ISO standards on information security.” ERDF Handbook
   2013, p33. (emphasis added).
   1. Free Green Papers on COBIT and on the ISO27000 series and on
   related items are available on request from IT Governance Ltd based in
   Cambridgeshire, at www.itgovernance.co.uk/green-papers.aspx. A free
   newsletter is also available.
   2. In looking at the Court Rules and Practice Direction (here) they
   describe the importance of an organisation’s Document Retention Policy
   (DRP) when relying on electronic documents for audit and legal
   purposes. Consequently, more attention will need to be given to the
   DRP of any organisation which seeks to hold some or all of its project
   documents electronically.
   Annex 1 – International Standards
   PDFs and Archives
   The recommended standard for archival PDF files is to follow the PDF/A
   format of versions 1.4 to 1.7. The /A option can usually be found when
   saving a document as a PDF, for example in Word it is available using
   a tickbox in the save menu.
   In short, the /A format ensures that all of the fonts used within the
   PDF are stored internally, with a preference for the 14 public domain
   fonts most commonly used within documents. Without the /A format, a
   ‘born digital’ PDF such as a Word document will be dependent on a
   wider family of externally stored fonts, some possibly proprietary,
   which makes the PDF less of a stand-alone document and also can alter
   the ‘look’ of the document if an unusual font which has been used
   originally is no longer available, requiring a near-look substitution.
   While some PDFs are created as scanned images rather than ‘born
   digital’, scanned documents can become enhanced with OCR and other
   metadata.
   COBIT and ISO 27001
   ISO 27001 gives the specification needed to obtain certification of an
   organisation’s information security. Details of consultants etc who
   can accredit the ISO 27001 standard are held by UKAS – the United
   Kingdom Accreditation Service.
   ISO 27002 provides the code of conduct, guidance and recommended best
   practices that can be used to ensure an organisation’s information
   security. It is sometimes described at the ‘second part’ to ISO 27001,
   and ISO 27002 can be implemented as best practice without necessarily
   paying for ISO 27001.
   The most recent release of COBIT is version 5. The following extract
   from an academic paper provides a useful summary of the perceived
   relative strengths between COBIT and ISO 27001.
   “COBIT is a high-level IT governance and management framework. It
   focuses on the broader decisions in IT management and does not dwell
   into technical details. It is a framework of best practices in
   managing resources, infrastructure, processes, responsibilities,
   controls, etc.
   COBIT contains 34 IT processes, each with high-level control
   objectives (COs) and a set of detailed control objectives (DCOs). In
   total, there is a sum of 318 DCOs defined for these processes. It is a
   good solution when managers are looking for a framework which serves
   as an integrated solution within itself, rather than having to be
   implemented along with other IT governance frameworks.
   However, its biggest short-coming is that it does not give “how to”
   guidelines to accomplish the control objectives. This is not preferred
   when the thrust is on correct implementation of security controls.
   ISO 27000 series is a family of IS management standards. It is the set
   of standards in this family that focuses on Information Systems
   Management (ISM). Initially known as the BS7799 standard, this was
   included in the set of ISO standards when ISO decided to include ISMS
   standards as one of the set of ISO standards. As a result of this, the
   standards' name/number was adopted and it was called the ISO17799:2005
   series.
   To bring the Information Security Management Systems (ISMS) standard
   BS7799-2 in line with other IS standards, this standard was included
   in the ISO 27000 series as ISO 27001.
   ISO 27001 defines methods and practices of implementing information
   security in organizations with detailed steps on how these [are]
   implemented. They aim to provide reliable and secure communication and
   data exchange in organizations. Also, it stresses on a risk approach
   to accomplishing its objectives.
   This standard dives deep into ways to implement its sub-objectives.
   This puts managers who are looking for clarifications on
   implementation, at an advantage. However, it fails to achieve the goal
   of integrating into a larger system. It is standalone in its nature,
   and does not work as a complete ISM solution.” (Arora, 2011)9
   In terms of the last point above, organisations should still use ISO
   9000 to ensure the compliance of their overall quality assurance
   systems, and then ISO 27001 for information security.
   The custodian organisation for COBIT is ISACA,10 whose website states
   it was previously known as the Information Systems Audit and Control
   Association, and that ISACA now goes by its acronym only. They are
   based near Chicago USA, with a London Chapter or branch office.11
   BIP 0008:2008
   There is a ‘golden thread’ from BIP 0008 to the ISO 27000 series, as
   follows.
   In terminology, there are two versions of BIP 0008 in circulation,
   from 2004 and from 2008. Some websites refer to the 2004 version
   without being explicit. For clarity this section refers to BIP
   0008:2008.
   In turn this standard was expanded as follows:
   BIP 0008:2008-1 for information stored electronically
   BIP 0008:2008-2 for information communicated electronically
   BIP 0008:2008-3 for linking electronic identity to records.
   BIP 0008:2008 also had a Code of Practice, in five sections as
   follows:
     1. 
       information management policy, or system rules
     2. 
       duty of care, segregation of roles, governance
     3. 
       business processes, user manuals
     4. 
       technologies used
     5. 
       audit trails.
   From BIP 0008:2008 the British Standard BS 10008:2008 was created,
   covering the evidential weight and the legal admissibility of
   electronic information, with a detailed working practice.
   British Standard BS 10008:2008 in turn became ISO 15801:2009, a
   revision to ISO 15801:2004, sometimes described as a hard copy
   processing standard, especially when scanning hard copies into
   electronic records.
   “ISO/TR 15801:2009 is for use by any organization that uses a document
   management system to store authentic, reliable and usable/readable
   electronic information over time. Such systems incorporate policies,
   procedures, technology and audit requirements that ensure that the
   integrity of the electronic information is maintained during storage.
   … [It] does not cover processes used to evaluate whether information
   can be considered to be authentic prior to it being stored or imported
   into the system. However, it can be used to demonstrate that, once the
   information is stored, output from the system will be a true and
   accurate reproduction of the original.”
   (ISO website, 2013)
   More recently, the ISO 27000 series brings together the various ISO
   standards concerning information technology. This 270xx series
   includes guidance on auditing IT security compliance (ISO 27006) and
   guidance on auditing financial systems (ISO 27007).
   ISO 27007 is used by external auditors to test an organisation’s IT
   systems for assurance that the processes, such as for the general
   ledger and procurement processes, can be relied on to produce
   evidentially robust data and documents.
   Annex 2 - Further Reading and References
   Textbooks
   Peter Murphy, Richard Glover, Murphy on Evidence, 13th Edition, 2013,
   Oxford University Press
   Gregory Durston, Evidence: Text and Materials, 2nd Edition, 2011,
   Oxford University Press
   Roderick Munday, Evidence, 7th Edition, 2013, Oxford University Press
   Adrian Keane, Paul McKeown, The Modern Law of Evidence, 9th Edition,
   2012, Oxford University Press
   Related Discussions
   UK – Courts and HMRC
   http://www.justice.gov.uk/courts/procedure-rules/civil/rules/part05/pd_part05b#9
   http://www.hmrc.gov.uk/manuals/chmanual/ch13100.htm
   Experience in Northern Ireland
   http://www.proni.gov.uk/general__guidelines__for_implementing_an__electronic_document__and_records_management_~_version_2.pdf
   EU Jurisdiction
   http://ec.europa.eu/civiljustice/jurisdiction_courts/jurisdiction_courts_ec_en.htm
   http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2001:012:0001:0023:EN:PDF
   http://europa.eu/legislation_summaries/justice_freedom_security/judicial_cooperation_in_civil_matters/l33054_en.htm
   http://ec.europa.eu/europeaid/work/framework-contract/audit2013/documents/anx3_verif_procedures_guidance_tor_verio_may13_final_en.doc
   http://ec.europa.eu/internal_market/payments/docs/einvoicing/activity4_definitions-2012_09_26_en.pdf
   http://esubmission.emea.europa.eu/tiges/BAP/BAP_Guidance_v1%200_June%202013.pdf
   http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=SWD:2012:0263:FIN:EN:HTML
   http://www.consilium.europa.eu/uedocs/cmsUpload/United_kingdom.pdf
   UK and EU National Archives
   http://www.nationalarchives.gov.uk/information-management/projects-and-work/information-records-management.htm
   http://ec.europa.eu/archival-policy/moreq/doc/moreq2_spec.pdf
   http://ec.europa.eu/archival-policy/eur_arch_group/interdisc_coop_en.htm
   http://esubmission.emea.europa.eu/tiges/BAP/BAP_Appendix_v1%200_June%202013.pdf
   http://ec.europa.eu/archival-policy/moreq/doc/moreq_fr.pdf
   http://ec.europa.eu/archival-policy/docs/eag/cr/110511_ann2_en.pdf
   (ends)
   1 More details of the BIP 0008 standard are in Annex 1.
   2 Note, this is a private company based in Derbyshire who provide
   quality assured scanning.
   3 Murphy and Glover, 2013, p679
   4 Keane and McKeown, 2012, p340
   5 Munday, 2013, p351
   6 Please see Annex 2 for all source material links, included embedded
   links explicitly printed.
   7 EC Regulation 44/2001 Preamble, paragraph 11.
   8 OCR – Optical Character Recognition, which can be done with public
   domain and proprietary programs, either during the scanning stage or
   afterwards as a separate exercise.
   9 http://qatar.cmu.edu/media/assets/CPUCIS2010-1.pdf created
   20/10/2011
   10 www.isaca.org
   11 www.isaca.org/chapters1/london/Pages/default.aspx
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