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   1. Abstract
   E-learning systems play a primary and/or supportive role in modern
   education. With e-learning systems e-assessments are an integral part
   of a course be it to do formative or summative assessments. This paper
   identifies security vulnerabilities unique to e-assessment that are
   not addressed in commercial products and web security research. The
   reason for the additional requirements is that e-assessments are being
   used more and more to replace paper based tests. The e-assessments
   need to be in an environment that is at least as secure as
   conventional paper based tests. As will be expanded on in this article
   there are several scenarios that need to be considered and catered for
   to make sure that e-assessments can truly be considered equal to paper
   based assessments. This is not to say that paper-based assessments do
   not have the problems but rather to ensure that e-assessments are
   taken with the same degree of rigour as a well supervised paper based
   test. The urgency to improve e-assessments is due to the fact that
   electronic corruption is much easier if they are implemented
   correctly.
   2. Introduction
   E-learning security is essential to establish e-learning as a trusted
   supporting medium or even primary education medium for learners [1].
   It is predicted that within 5 years, education from school to adult
   education in the workplace will make use of on-screen
   assessments/e-assessments [2]. In this article e-assessment security
   issues will be investigated as e-learning is an essential part of a
   modern multi-modal learning approach. It is essential that non
   computer science lecturers are also aware of the limitations and
   pitfalls of this new tool. The security issues identified in this
   article are lacking in current products and are not necessarily
   addressed by applying good web security principles. Each issue will be
   addressed in this light with a view to proposing improvements to
   ensure a more secure assessment environment.
   Information and Communication technologies (ICT) are used as an
   integrated delivery platform for education, learning and assessment
   programs [3]. It is therefore critical that the leadership,
   organizational structures policies, procedures, compliance enforcement
   mechanisms and technologies needed to ensure that the confidentiality,
   integrity and availability of the organization’s electronic
   information assets are maintained at all times [3].
   3. E-Learning security
   E-assessment has two categories of security:
     * 
       Web security.
     * 
       E-assessment security.
   Web security is a well researched area that deals with the securing of
   the server/s running web applications as well as the application
   itself. Unfortunately this is not sufficient to guarantee that an
   e-assessment will be secure. With e-assessments we need to ensure that
   the following is applied to make sure a fair test is taken:
     * 
       Authenticity of the person taking the test.
     * 
       The e-assessment is taken in the correct/supervised location.
     * 
       Test visibility that prevents copying.
     * 
       E-assessment integrity that deters electronic corruption.
     * 
       Privacy and confidentiality.
     * 
       Secure client & server software.
     * 
       Non deniability of e-assessment submissions.
   The focus of this article is on e-assessment security as it has
   security issues unique to this domain that need to be addressed as
   will be highlighted.
   4. Security in e-learning systems
   This section will identify the security issues in e-learning
   environments that are relevant to e-assessments. It is essential to
   identify these issues in order to be able to provide solutions to
   allow improvements to the current situation.
   With e-assessments we assume that it is a replacement for a written
   test that is taken in a controlled environment by a correctly
   authenticated student. The controlled environment ensures that all
   assessment candidates have an equal playing field to take the
   assessment, meaning that no student has an unfair advantage over
   another.
   4.1 Authentication
   Authentication is at the core of any e-learning environment. We need
   authentication to allow a student access to his/her personal space in
   the e-learning environment while providing confidentiality. The
   student’s personal space includes e-mail, a discussion facility,
   marks, assignments and assessments. All these services should only be
   available to the intended student. Options available to authenticate a
   student include:
     * 
       Passwords.
     * 
       Challenge response questions.
     * 
       E-token authentication.
     * 
       Smart card authentication.
     * 
       Biometric authentication.
   Due to its low cost of implementation passwords are universally used
   in e-learning environments. This unfortunately does not guarantee that
   dishonest or naive students will keep their password secret. If a
   naïve, malicious or corrupt student gives out his/her password it can
   be used to write a test for that student by another person
   (masquerading as the student) or the students submission/s or marks
   can be erased. Authentication is normally integrated into the
   institution’s authentication method for e-learning systems and/or
   other portal services [4]. If a student gives his/her password to
   another person that person can log in as the student and do an
   assignment or assessment for them. The other authentication techniques
   although being more cumbersome to use and/or more expensive to
   implement, provide higher security. Therefore when a challenge
   response system, e-token or smart card is used it is also open to
   corruption the same as using a password. The only difference being
   that a student giving out his/her password could still be safe as
   additional information is required to access the system that an
   intruder hopefully does not have. The last option is where a biometric
   system is used and this is the ultimate authentication technique for
   e-learning. Unfortunately this requires a capital investment to be
   made by an institution but when done will go a long way to provide
   e-learning systems with better integrity of its results. In the
   interim, we need to address the security issues identified in this
   paper to make e-assessments as secure as possible without incurring
   the additional cost of biometrics and even with biometrics the
   security issues identified in this paper still need to be addressed.
   The aim of providing authentication is to ensure that only a correctly
   authenticated person will be able to hand in an assignment or do an
   assessment.
   4.2 Correct/supervised location of e-assessment submission
   It is important to be sure that a test is taken at the correct
   location. E-learning systems rely on a communication medium that
   connects all the computers to give them access to the intranet and
   Internet. This unfortunately implies that the web-based clients can
   also access other services not just the e-learning server as shown in
   figure 1 below:
   
   Figure 1: Controlled and uncontrolled environments with question
   randomization
   As can be seen from figure 1 only student’s in the controlled
   environment are allowed access while a student trying to take the
   e-assessment from an uncontrolled location is denied access. The
   reason for blocking such a student is that the student in the
   uncontrolled environment could be helped by another person or use
   material not available to students taking the test. Even worse a
   student can write the test and leave the venue where after he/she can
   log into the server again at another location and complete another
   students test or correct his own.
   WebCT currently provides a subnet mask to allow traffic only from a
   specific subnet to the assessment server [5]. This is similar to using
   a firewall to distinguish different users. Unfortunately this is not
   foolproof as IP (Internet Protocol) addresses can be spoofed and
   remote administration tools can be used to control a machine in a
   legal location from an uncontrolled environment, this scenario will be
   discussed in a later section. The next level of security that is also
   supported by WebCT is to password protect the assessment. A password
   is set that needs to be entered before the assessment can be
   retrieved. The password has to be verbally given to the students or
   physically entered by the invigilator/s. Here again the security it
   provides is not sufficient as any cell phone or bugging device can be
   used to leak the password outside of the controlled e-assessment
   location.
   The solution is to use several of the following techniques:
     * 
       An IP range instead of only a subnet mask.
     * 
       Inputting the number of students and letting the password only
       allow that many students to login before the password is
       automatically changed.
     * 
       Having a tracking console to monitor connections.
     * 
       Monitoring the network traffic for anomalies.
   Only allowing a specific IP range decreases the likelihood of machines
   in an uncontrolled location to gain access to the e-assessment but as
   will be shown later this is not the ultimate solution.
   By only allowing the required amount of students to login to then take
   the e-assessment also decreases the chance of anybody logging in twice
   or from another location. Unfortunately the implementation of this is
   more cumbersome as students always come in late and machines stall
   etc. This creates an administration burden/nightmare for the
   invigilator. If a password is set to gain entry into the e-assessment
   only people at the test location will be able to hear the password if
   verbally given in the controlled environment. If the password is sent
   by cell phone to another student he/she would not be able to login as
   the password would have changed as soon as the amount of students at
   the location has logged in but as mentioned previously the
   implementation is not so trivial. Students coming in late then have to
   be enabled by the lecturer invigilating the e-assessment and having an
   up to date student count in a large class is difficult with students
   coming late etc.
   By having a login tracking console the lecturer can monitor the
   connections to the server but this requires the constant monitoring of
   the environment that again introduces an administrative burden.
   By only allowing network traffic that matches the pattern of the
   majority of connections from clients, makes it possible to determine
   if a students login is from a legal e-assessment location. If they
   were in another location the traffic would most likely take another
   route and could have different response times etc. Unfortunately this
   also is not the ultimate solution but is only one more level of
   achieving a higher level of security.
   4.3 Test visibility
   Many e-assessment systems already have a very good system that makes
   it difficult for two students sitting next to each other from copying
   from each other. This is accomplished by having a large question bank
   selection and randomly compiling an e-assessment from the questions or
   even just randomizing the same e-assessment. Thus each student will
   get questions that will be in a different order or even different
   questions that would make it extremely difficult to copy from one
   another. Serving different questions groups is illustrated in figure
   1.
   Unfortunately question randomization has two disadvantages. The first
   is that the lecturer has to set more questions than is needed for a
   paper exam and this extra work can be substantial. Secondly students
   can and do complain if their tests contained a question that was even
   just 1% more difficult than another. This again makes more work for
   the lecturer that need to pay attention to the difficulty of the
   e-assessment.
   4.4 Electronic integrity
   The integrity of the e-learning server can be violated by electronic
   corruption. Electronic corruption is any means whereby a student,
   malicious person or program changes information on the server, makes
   use of resources not specified in the test (writing the test outside
   the test location where the student can have access to books or the
   Internet) or helps another student.
   As an example we need to deny a student from logging in twice thereby
   doing a double submission for him/her and then for another person
   needs to be blocked. To accomplish this, the server has to deny two
   logins originating from the same IP address. If non static IP
   addresses are used the student could reboot his/her machine to get
   another IP address but to solve this loophole the lecturer could set
   the e-learning server to not accept new connections for the duration
   of the e-assessment. If a student’s machine stalls, the invigilator
   could have an override function to allow a student at his/her
   discretion. Commercial products do not cater for the detection of a
   double submission. The problem of a double submission is illustrated
   in figure 2 below:
   
   Figure 2: Double submission
   An even worse scenario is where a student completes his test and then
   reboots his machine telling the invigilator the machine broke. When
   the invigilator helps the student log in again he/she can use another
   person’s login to complete another students test by using the
   knowledge of the just completed test. Controlling double submissions
   could prevent this problem but if the student is moved to another
   computer the exploit could still exist.
   When an e-assessment is taken it should also not be possible to go to
   a website that contains information giving the student an unfair
   advantage. To deter this kind of corruption, the following approaches
   can be taken:
     * 
       Controlling the routing table on the workstation.
     * 
       Enabling monitoring software on the workstation.
     * 
       Locking the student in the test environment.
   When the routing table is controlled on the workstation only traffic
   to the e-assessment server is allowed. To deter a student from
   manually changing the routing table the second approach could be used
   in conjunction with this method.
   If monitoring software is installed on each workstation the
   e-assessment can then be monitored to see if other sites are being
   accessed or if the machines routing table has changed. Monitoring
   software can also be used to scan for high ports being opened that
   could indicate that a remote administration tool is being used. If
   these conditions exist a message can be sent to the invigilator to
   investigate the matter. Denying access to other sites and the
   controlling of the routing table is shown in figure 3 below:
   
   Figure 3: Monitor software denying connection to the Internet and
   remote control software form an uncontrolled location.
   Figure 3 also illustrates how monitoring software can be used to
   detect the remote controlling of an e-assessment in a legal location
   from an uncontrolled location.
   When a student is locked in the e-assessment environment he/she will
   not be able to access other sites but here again the student could
   reboot the system and claim the machine stalled.
   4.5 Privacy and confidentiality
   A student has the right to keep his/her marks and information private
   and confidential. This is determined by the quality of the password
   used by the student and is enhanced by any of the other authentication
   techniques mentioned previously.
   The integrity of any assessment also needs to be protected by whatever
   authentication technique is used. By allowing an intruder access to
   the e-assessment answers of a legitimate student could allow the
   intruder to plagiarize the student’s response. A solution to this is
   to block the retrieval of the student’s response. Providing
   e-assessment integrity allows auditable proof that it was a free and
   fair assessment. Commercial products protect the integrity of
   e-assessments by allowing a test to be retrievable only once. If
   another person tries to retrieve an e-assessment that has already been
   completed the request is denied. A disadvantage of this is if there is
   a problem with the system the student will not be able to retrieve
   his/her answers again to continue where he/she stopped. Therefore
   recovery is cumbersome but can be catered for if this approach is
   followed.
   4.6 Secure client/server software
   The set-up of the e-assessment clients/computers that are used by the
   students doing an on-line assessment is also critical. The following
   needs to be managed:
     * 
       Care should be taken to configure the machines that are going to
       be used for e-assessment to not divulge information pertaining to
       a previous session. As an example the auto complete feature of
       explorer and temporary files need to be managed to not divulge
       information to another user or perpetrator [6].
     * 
       A firewall needs to be enabled on the client machine to protect
       against attacks from a person wishing to disrupt the e-assessment.
     * 
       OS patches, virus and mailware scanners should be installed and
       kept up to date to protect the PC from a malicious person or
       program [7].
   All this needs to be done to ensure that a malicious person or program
   does not disrupt an e-assessment event. One reason for disrupting the
   e-assessment could be that a student did not study and wants the
   e-assessment to be postponed or cancelled.
   The availability of the e-learning system is also critical as a
   student doing badly in an e-assessment could launch an attack on the
   e-learning server or fellow student’s computers to make such computers
   unavailable [3]. To date the chance of such an exploit is minimal as
   both Windows and Linux with current service packs/versions are
   relatively safe from such attacks, but ill configured or machines that
   are not updated regularly are extremely vulnerable. The availability
   also extends to the e-learning software used. All this is the
   responsibility of the system administrator.
   4.7 Non deniability of e-assessment submissions
   A student that completed an e-assessment must not be able to deny
   having done so. Authentication is the key technology to provide non
   deniability and if it is not implemented correctly will open the
   institution using an e-learning system to problems of who submitted
   what. If problems are experienced where students have misused the
   system evidence is always lacking when making electronic submissions.
   On the other hand if everything goes well and there are no problems
   there is still a need to make the results auditable. Both these
   scenarios require a way of making electronic submissions non-deniable.
   The components of a non-deniable submission system are the following:
   • Biometric device.
   • Electronic signatures (from public key encryption).
   Once a submission is made, the response can be digitally signed with
   the student’s biometric information.
   The first step will be the student enrolment program that requires the
   positive identification of a student. This is ideally done at the
   beginning of his/her study period and where multiple identification
   documentation can be used.
   
   Figure 4: Student enrolment.
   As can be seen from figure 4 the students fingerprint is used to
   generate a public key from his/her fingerprint. This entails a
   function that uses the fingerprint as the private key and from that
   generates a public key. This public key is stored in an authentication
   database that is accessible by the e-learning server. The reason for
   only storing the public key is so that it can be proven that only the
   student has access to the private key that is his/her own finger.
   The next step is where the student writes a test and he/she has to
   sign the test/assessment to prove the original author of the test.
   This process is shown in figure 5 below:
   
   Figure 5: Student signature of his/her response.
   The students fingerprint is used to sign his/her response and is then
   stored in the e-learning server. The private key is at no time stored
   as this can only be obtained from scanning the student’s finger.
   The last step is to prove that the test belongs to a specific student.
   This process is shown in figure 6 below:
   
   Figure 6: Proving the original author of an e-assessment.
   To prove who the original author of the test is the public key is
   retrieved from the authentication database where it was stored when
   the student was enrolled. To check who the original author of the
   e-assessment is the public key is used to decrypt the signed
   assessment and if it can be unlocked by the student’s public key it
   can be proven to be from the said student. If the comparison is valid
   the student is authenticated and it can be proven that the only person
   that could have signed the original assessment had to be the student
   that was validated. If the test passed the e-assessment can be marked
   and the students mark updated. With this the original author of the
   e-assessment can also be proven and is therefore auditable.
   5. Conclusion
   This paper discussed the security issues neglected by normal web
   security and current products for e-assessments. Most of these
   security issues are unique to e-assessments. There are many ways of
   bypassing existing security measures implemented in current
   e-learning/e-assessment products. By addressing these issues
   e-assessments can be comparable if not equal to a well prepared pencil
   and paper test in a supervised location.
   The last issue addressed in this paper was to make e-assessment
   non-deniable and thereby making e-assessments auditable. If an audit
   trail is not present it is debatable if e-assessments can ever be
   trusted as the next exploit of the system could be just around the
   corner.
   If all the electronic corruption scenarios are catered for
   e-assessments can be considered to be closer to the trustworthiness of
   paper based tests. As somebody once said: “The only safe computer is
   unplugged, locked in a safe and buried in the desert” [8]. This is
   obviously not an option but the hurdle to exploit the system can be
   significantly raised by checking for the exploits given in this paper.
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